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• Rail company Wabtec 
suffered a data breach from 
Lockbit attack.

• US TSA No Fly list leaked on 
a hacking forum.

• European Union Agency for 
Cybersecurity (ENISA) warned 
of significant threats to the 
EU’s transportation sector.

• Multiple public transit 
systems in the US impacted 
by ransomware, including 
San Francisco’s BART and 
Pierce Transit in Washington.

• Maritime giant DNV software 
offline after incident.

Quite active in Q1 2023, 
Anonymous Sudan targeted 
several Nordic transportation 
websites and companies. 
Notably, they took credit for 
distributed denial of service 
attacks against several 
Swedish airline sites.

Anonymous Sudan Severity Jan. Feb. Mar.

Critical 3.13% 0.00% 4.84%

Serious 9.38% 0.00% 12.90%

Medium 28.13% 45.16% 48.39%

Low 59.38% 54.84% 33.87%

Ransomware Jan. Feb. Mar.

Lockbit 3.0 4 11 7

Cl0p 0 0 11

Royal 1 2 2

Play 3 1 1

Vice Society 1 0 1
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